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1. The Question Most Users Were Never Asked

MessageBox is not required by Bitcoin, SPV, BEEF or BRC-29. It is an additional architectural
choice that Project Babbage and the BSV Association are increasingly placing in the path of
identity-based payments. That distinction matters because the BSV community has spent years
hearing about a return to genuine peer-to-peer Bitcoin: SPV verification, BEEF transaction proofs,
derived payment keys and wallets that can transact without rebuilding the trusted intermediaries
Bitcoin was created to remove.
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The public language reinforces that expectation. The BSV Hub describes PeerPay as an identity-based
peer-to-peer payment system and lists among its features: “No Intermediaries — Direct peer-to-peer
transfers without third-party involvement.” Yet the same documentation relies on BSV identity
services and directs users to Babbage infrastructure and support. BSV Blockchain Hub

For an ordinary user, “peer-to-peer” naturally suggests Alice paying Bob directly. In the MessageBox
identity-payment architecture, the Bitcoin transaction can still be financially peer-to-peer, while the
communications path looks different:

Alice -~ MessageBox relay — Bob.

The relay does not necessarily possess Alice’s private keys, hold her funds or control the validity of the
Bitcoin transaction, but it is nevertheless a third party in the communications path.

This article is not arguing that MessageBox has no legitimate use, nor is it alleging that its present
operators are secretly censoring users or conducting surveillance. The concern is more fundamental: an
intermediary that Bitcoin did not require has been deliberately added to the architecture, and
that architecture is increasingly being normalized through reference software and defaults.
Before that becomes accepted simply as “how BSV works,” the community should understand what
was chosen and what that choice makes possible.

2. What MessageBox Actually Does

MessageBox is a communications relay. It helps one identified user deliver information to another
identified user when direct networking is inconvenient, unreliable or impossible. Project Babbage
describes its hosted MessageBox as federated, end-to-end encrypted relay infrastructure offering both
store-and-forward delivery and real-time WebSocket delivery. Project Babbage

For a payment, the distinction is simple. Alice’s wallet creates the Bitcoin transaction and assembles
the information Bob needs to recognize and validate it. MessageBox can then carry that information to
Bob. The relay is therefore not what makes the Bitcoin transaction valid and it is not the SPV
mechanism that proves Bob has been paid; it is the messenger carrying payment information between
the wallets.

There are good engineering reasons to want that messenger. Phones sleep, IP addresses change, NAT
and firewalls interfere with direct inbound connections, and recipients are not always online at the same
time as senders. A relay can make those problems much easier to manage. Project Babbage also
provides federation and self-hosting as mechanisms intended to reduce dependence on a single
provider. Project Babbage

Those benefits do not answer the central question. A useful fallback relay and a default identity-
routing layer are not the same architectural choice. The issue is not whether MessageBox should exist;
it is why a communications intermediary should become the normal route for identity payments when
Bitcoin itself does not require one.



https://hub.bsvblockchain.org/demos-and-onboardings/onboardings/bsv-apps/peerpay
https://projectbabbage.com/hosted-p2p-message-box
https://projectbabbage.com/hosted-p2p-message-box

3. MessageBox Is Not Just for Offline Payments

MessageBox is sometimes explained as though its principal purpose is receiving a payment when Bob
happens to be offline. That explanation is incomplete. Project Babbage explicitly advertises live
WebSocket delivery when both parties are online and store-and-forward when a recipient is
unavailable. Project Babbage

In practical terms, the relay remains in the path in both situations. If Bob is online, Alice can send
through MessageBox and Bob receives the communication immediately. If Bob is unavailable, Alice
sends through MessageBox and Bob receives it later. Offline capability is therefore a useful feature of
MessageBox, but it is not the limit of MessageBox use.

BSV Desktop v3.1.1 makes that especially clear in ordinary user language. In the clean installation
examined for this research, MessageBox was enabled by default, and the setting was labeled “Use
Message Box for identity payments.” At the point of payment, Desktop also tells the user that a
wallet payment is being “delivered through the message box.” Desktop deserves credit for that
disclosure and for allowing the user to disable MessageBox or change the provider.

The important word is identity. The software does not describe MessageBox merely as an offline
recovery mechanism; it makes it part of the normal identity-payment route. That turns what might
otherwise be a narrow networking convenience into a much more significant architectural decision.

4. BEEF Solved a Different Problem

The distinction can be confusing because BSV users spent years hearing about BEEF and SPV as major
pieces of the return to scalable peer-to-peer Bitcoin. BEEF did not disappear when MessageBox
arrived, and MessageBox did not replace BEEF. They address different problems.

BRC-29 defines an authenticated P2PKH payment model using derived keys and BEEF transaction
data. Current implementations can carry an Atomic BEEF transaction together with the derivation
information a recipient wallet needs to recognize and internalize the payment. In plain English,
BRC-29 helps structure the payment, while BEEF carries the transaction and validation context needed
by the recipient. GitHub

Once that payment package exists, there is still a separate networking question: how does Alice get it
to Bob? MessageBox is one answer, but not the only answer. BRC-121, for example, carries BEEF
payment information directly in an HTTP exchange, while the BSV Association’s own mobile wallet
supports three payment rails: MessageBox/PeerPay, nearby device-to-device payment, and ordinary
P2PKH addresses. GitHub

That is important because it removes the issue from the realm of theory. We do not have to
speculate about whether BSV payments could work without MessageBox; the ecosystem
already contains implementations that do exactly that. MessageBox did not become
necessary because BEEF failed. It was an additional choice about how payment
information should be delivered.
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https://github.com/bsv-blockchain/BRCs/blob/master/payments/0121.md
https://github.com/bsv-blockchain/BRCs/blob/master/payments/0029.md
https://projectbabbage.com/hosted-p2p-message-box

More importantly, in the reference software that choice was made the default for
identity payments—adding a relay, and therefore a potential gatekeeping position,
where the underlying payment technology did not require one.

5. Identity Changes the Stakes

MessageBox becomes far more consequential when it is placed inside an architecture built
around persistent identity. Identity was central to Project Babbage from the beginning, and BRC-100
is not simply a payment API. It provides wallet functions for payments, encryption, signatures,
authentication, certificates, identity discovery and permissions, all centered around a wallet-controlled
cryptographic identity. The BRC-100 specification lists Ty Everett, Tone Engel and Brayden Langley of
Project Babbage as its authors. (github.com)

The underlying objective is clear. Instead of every website maintaining a separate identity silo,
BRC-100 places a persistent, wallet-controlled cryptographic identity at the center of a person’s
interactions with compatible applications. Project Babbage describes the model in terms of payments,
identity, cryptography, certificates and application permissions operating through the user’s wallet
rather than through separate accounts controlled independently by each service. (projectbabbage.com)

But eliminating many separate identity silos does not eliminate the risks of identity
concentration; it can consolidate them around a single persistent identity architecture. When
payments, credentials, communications, permissions and application relationships increasingly orbit the
same identity layer, the consequences of correlation, surveillance, certification policy and access
control become more significant. The user may retain control of the private keys, but self-custody of
those keys does not by itself prevent the surrounding infrastructure from becoming capable of
recognizing, tracking, restricting or conditioning that identity.

This is where MessageBox takes on greater significance. A relay carrying information between
temporary or unrelated network endpoints is one thing. A relay repeatedly routing communications
between persistent identities intended to operate across wallets, applications and commercial
relationships occupies a much more powerful position. It can become part of the infrastructure through
which one identity finds, contacts and transacts with another.

The same architecture also needs answers to questions ordinary Bitcoin addresses did not necessarily
require the network to answer. Who is this person? Which claims about that person should be trusted?
Where can that identity currently be reached? Which service should receive communications for it?
Certifiers address part of the trust problem. Discovery infrastructure helps locate identities and
services. MessageBox provides a communications route. BRC-29 and BEEF handle different parts of
the payment and validation process.

Seen historically, MessageBox therefore did not appear randomly. It grew naturally from Project
Babbage’s identity-first architecture. Once persistent identity became a central design goal, the system
needed mechanisms to certify, discover and communicate with those identities.


https://projectbabbage.com/what-is-brc100
https://github.com/bsv-blockchain/BRCs/blob/master/wallet/0100.md

But that history does not make the resulting architecture necessary to Bitcoin, and it does not make the
gatekeeper implications disappear. In fact, it makes them more important. Once identity, payments
and communications are tied together, the relay is no longer merely moving packets. It is
occupying a position inside an identity-aware financial communications network.

That is the point at which a convenience layer can become a control layer. If reaching an identity
increasingly depends on infrastructure that knows which identity is being contacted and where that
communication should be delivered, then the architecture has created a place where future rules can
potentially be imposed. The private keys may remain with the user and Bitcoin itself may remain
permissionless, while the identity system surrounding it becomes increasingly capable of observation,
filtering or restriction.

That is why identity changes the stakes of the MessageBox debate. The question is no longer simply
whether a relay is useful for delivering messages. The question is whether BSV should normalize a
persistent identity architecture in which communications, trust and payments increasingly pass through
infrastructure capable of becoming a gatekeeper around that identity.

6. This Is Not One Experimental Application

MessageBox would be less consequential if it were confined to one experimental Babbage app. Instead,
the same general architecture now appears repeatedly across software and infrastructure associated with
Project Babbage and the BSV Association.

BSV Browser advertises a BRC-100-compatible wallet environment with “Peer-to-peer payments via
MessageBox with identity resolution,” while also supporting nearby Bluetooth payments and
ordinary P2PKH addresses. BSV Wallet similarly moves money over MessageBox/PeerPay, a nearby
direct connection or a conventional address. Those alternatives are important because they show, within
the Association’s own products, that MessageBox is a selected route rather than a network requirement.
GitHub

BSV Desktop is the Association’s reference BRC-100 desktop wallet and includes MessageBox as a
configurable service. The broader Association TypeScript stack contains the MessageBox client and
authenticated WebSocket components, while a separate MessageBox Overlay Services project
publishes identity-to-host mappings so clients can locate recipients across different MessageBox
servers. GitHub

Federation deserves genuine credit. The architecture is not inherently limited to one permanent server,
and the host-discovery project explicitly says its purpose is to prevent users from being restricted to a
single server. GitHub But that does not erase the larger pattern: identity-to-relay communications are
being built into wallets, browsers, SDKs and discovery infrastructure across the Babbage/BSVA
software family. At that point, MessageBox is no longer an isolated implementation detail; it is an
architectural direction.
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https://github.com/bsv-blockchain/messagebox-services
https://github.com/bsv-blockchain/bsv-desktop
https://github.com/bsv-blockchain/bsv-browser

7. From Relay to Gatekeeper

A relay is a control point, and an identity-aware relay is a control point associated with identity. That
statement does not mean MessageBox controls Bitcoin. A MessageBox operator cannot simply revoke
Alice’s Bitcoin private key, nor can it make an otherwise valid Bitcoin transaction invalid. The issue is
what happens in the layer surrounding Bitcoin.

A communications server necessarily makes decisions about accepting connections, receiving messages
and routing them to destinations. If identity-addressed activity normally passes through that server,
the architecture contains a position from which communications can potentially be observed,
delayed, rate-limited, filtered, refused or made subject to additional conditions. This is not a claim
that Project Babbage or the BSV Association is doing those things today; it is a description of
capability.

The same distinction applies to surveillance. End-to-end encryption can prevent the relay from
reading encrypted payment contents while leaving routing information necessary for delivery. Project
Babbage itself recognizes the general category of risk, warning that “Relaying through third-party
SaaS introduces attack vectors and data leakage.” Its answer is encrypted, federated and optionally
self-hosted MessageBox infrastructure. Project Babbage

Those mitigations are valuable, but they do not erase the intermediary position. Companies change
ownership, policies change, servers are compromised, courts issue orders and governments impose new
rules. If an identity-routing position has already become standard infrastructure, a future actor does not
need to alter Bitcoin consensus to exercise power through it. Bitcoin can remain permissionless at
the protocol layer while the identity and communications layer around it becomes permissioned
in practice.

That is the real gatekeeper concern. The question is not whether today’s operator is trustworthy; the
question is why an unnecessary control position should be normalized at all when history gives us
every reason to expect that valuable points of observation and control will eventually attract
attempts to use them.

8. When an Option Becomes the Default

Technical optionality is not the same as practical optionality. MessageBox can be federated, alternate
providers can exist, and BSV Desktop allows a user to disable the service or change its URL. Those are
meaningful safeguards, but most ordinary users will never replace their wallet’s communications
infrastructure.

A fresh BSV Desktop v3.1.1 installation examined for this article started with MessageBox enabled for
identity payments and a provider already selected. The user can change that decision afterward, but the
initial architectural choice has already been made by the software publisher. This is default power:
influence created not by preventing alternatives, but by determining what almost everyone uses unless
they consciously intervene.


https://projectbabbage.com/hosted-p2p-message-box

Defaults matter because they compound. Users adopt them, documentation teaches them,
applications design around them, developers optimize for them, and eventually the easiest way to
participate becomes the route everyone already expects. At that stage, saying “you can run your
own server” may remain technically correct while having little practical relevance to the average user.

A useful decentralization test is therefore not merely whether a skilled developer can fork the software.
It is whether ordinary users can see the intermediary, understand why it is there, change it without
specialist knowledge and continue functioning normally if they reject it. If nearly everyone arrives on
the same path by default, decentralization on paper can coexist with substantial concentration in
practice.

9. The Bitcoin White Paper Problem

MessageBox may not violate Bitcoin consensus, but normalizing an unnecessary identity-aware
relay cuts against the design instinct of the Bitcoin White Paper: remove trusted intermediaries
where the technology makes them unnecessary. That matters particularly in BSV, where the White
Paper is routinely treated as the foundational authority for questions of scaling, SPV, privacy and peer-
to-peer design.

Section 10 is especially relevant. The White Paper contrasts the traditional privacy model, in which
information is confined to the parties and a trusted third party, with Bitcoin’s model of separating
identities from publicly visible transactions. It specifically recommends fresh key pairs as an additional
firewall against linking transactions to a common owner. bitcoin.org BRC-29’s derived payment keys
fit that principle well because repeated payments need not simply reuse one obvious permanent
address. GitHub

Now add a persistent identity-aware communications relay. The blockchain might show one payment
between Key A and Key B, another between Key C and Key D, and another between Key E and Key F,
making the relationships difficult for an outside observer to connect. Yet if the same communications
infrastructure repeatedly handles those payments as Alice communicating with Bob, some of the
relationship separation achieved on-chain can potentially reappear at another layer.

That does not make the Bitcoin transaction invalid, and it does not prove anyone is presently building a
surveillance database. It does demonstrate that an information intermediary has been
reintroduced where the payment itself did not require one. The same is true of control: Bitcoin
can remove the need for permission at settlement while an identity-routing layer recreates a place
where access to another person can potentially be conditioned by policy.

For a community that repeatedly invokes the White Paper as the authority on what Bitcoin was
intended to be, this should receive serious scrutiny. If Bitcoin does not need the intermediary, the
burden should be on those inserting it into the default path to explain why that intermediary
belongs there.
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https://github.com/bsv-blockchain/BRCs/blob/master/payments/0029.md
https://bitcoin.org/bitcoin.pdf

10. A Related Warning: Certifier Defaults

The same issue of default power appears in another part of the identity architecture: certifiers. BSV
Wallet explicitly includes trust and identity management using BRC-68 certifiers, while BRC-100
exposes certificate acquisition, proof, discovery and revocation functions as part of the wallet interface.
GitHub

In the fresh BSV Desktop installation examined for this research, the Certifier Network already
contained selected certifiers and assigned trust weights. Users can alter or remove them, which is
important, but the initial trust framework arrives from the software rather than emerging solely from
the user’s own choices.

Certifiers and MessageBox perform different functions and should not be conflated. A certifier helps
answer, “Who is this, and which claims about this identity should I trust?” MessageBox helps
answer, “Where can I reach this identity?” Neither controls Bitcoin consensus, but together they
illustrate how identity recognition and identity routing can become substantial layers surrounding the
payment system.

That subject deserves its own fuller treatment. For present purposes, the significance is narrower: the
gatekeeper question is not limited to one MessageBox URL. It concerns how identity, trust,
permissions and communications are being assembled around a payment system that was originally
designed to minimize reliance on trusted intermediaries.

11. What Should Change

The first requirement should be clear disclosure. If an identity payment passes through MessageBox,
the wallet should plainly identify the relay, explain what role it plays, state which provider operates it,
describe the identity and routing information necessarily exposed to the service, and publish the
operator’s logging, retention and legal-disclosure policies. Users should also be told what continues
working if they turn the relay off.

BSV Desktop already demonstrates part of the right approach by telling the user at payment time that a
wallet payment is being delivered through MessageBox. That clarity should become the minimum
standard. A user should not need to inspect GitHub code or discover a URL deep inside network
settings to learn that a supposedly peer-to-peer identity payment is being routed through another party.

The second requirement is preserving genuine alternatives. Conventional Bitcoin payments, nearby
direct transfers, independent SPV wallet designs, HTTP payment transports and alternate MessageBox
providers should remain first-class options. The BSV Association’s own published BRC-100 risk
guidance now explicitly recommends preserving conventional P2PKH and other payment paths so
users do not become dependent on one wallet architecture. GitHub Developers working on alternatives
should therefore be understood as preserving architectural resilience, not merely maintaining obsolete
fragmentation.


https://github.com/bsv-blockchain/BRCs/blob/master/opinions/0151.md
https://github.com/bsv-blockchain/bsv-wallet

Finally, the language used to promote the preferred architecture needs to become more precise. Calling
PeerPay “No Intermediaries” without explaining the distinction between financial settlement and
communications routing creates an intermediary-free impression that the technical architecture does not
literally support. BSV Blockchain Hub The same discipline should apply when discussing future
scalability: saying “we recommend BRC-100” is advocacy; suggesting that alternatives cannot
survive Teranode scale is a technical claim and should be supported as one.

That distinction leads directly to the most important misconception in the present discussion.

12. Teranode Does Not Need MessageBox or BRC-100. Full Stop.

Teranode does not need MessageBox. Teranode does not need BRC-100. Full stop.

Teranode is the scaling architecture for the Bitcoin network. BRC-100 is a vendor-neutral wallet-to-
application interface, and Project Babbage itself explicitly states that it is not a blockchain or consensus
rule. MessageBox is communications infrastructure. These systems can be used together, but they
occupy different layers and neither BRC-100 nor MessageBox is required for Teranode consensus.
Project Babbage

The current Teranode acceptance tests make the distinction concrete. They test ordinary P2PKH, P2MS
and OP_RETURN transactions, historical script compatibility, Teranode/SV Node interoperability and

standard-format backward compatibility. The transaction generator itself includes ordinary P2PKH

construction. Nothing in those network requirements says that the wallet submitting a valid transaction
must expose a BRC-100 interface or deliver payment information through MessageBox. GitHub

That does not mean every old wallet will operate efficiently at enormous scale. Wallets that
depend on scanning the entire chain, old indexing assumptions or poorly scalable infrastructure
may need major redesign.

BRC-100, Wallet Toolbox, BRC-29 and BEEF form one coherent modern approach to those problems,
and there are good technical reasons to recommend them. But a strong solution is not the same thing as
a mandatory solution. A wallet can follow SPV principles, retain only the state and proofs relevant to
its users and construct valid Bitcoin transactions without using MessageBox; the Association’s own
wallet demonstrates non-MessageBox rails alongside the MessageBox path. GitHub

This makes recent community messaging important. Teranode lead developer Siggi recently urged
users toward BRC-100-compatible wallets, including the statement that “everyone should move to
BRC-100 compatible wallets.” Other prominent figures associated with the BSV Association and
Project Babbage have similarly promoted BRC-100 as the direction applications and wallets should
take. They are entirely entitled to argue that their preferred architecture is superior, but the distinction
between recommendation and requirement must remain clear.

The standard should be simple: if Teranode requires BRC-100, show the requirement; if Teranode
requires MessageBox, show the requirement. The available Teranode compatibility evidence shows
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neither. Presenting architectural preference as though it were imposed by Teranode risks using
fear of future incompatibility to accelerate adoption of one particular wallet and identity model.

That question becomes more important, not less, because the preferred architecture places persistent
identity, certificates, permissions and identity-aware communications near the center of the user
experience. If Teranode did not force that direction, then the next question is not primarily technical:
why is this particular identity architecture being pushed so strongly as the future of BSV? The
corporate, commercial and governance context surrounding that question deserves its own
investigation, and it is where the next article begins. (coming soon)

13. Conclusion

The central issue is not whether MessageBox works. It solves legitimate networking problems,
particularly asynchronous delivery when a recipient is offline or cannot be reached directly, and it can
be federated or self-hosted. BRC-100 may likewise prove to be an excellent wallet interface. But
usefulness does not establish necessity, and neither MessageBox nor BRC-100 should acquire the status
of inevitable Bitcoin infrastructure simply because influential developers prefer them.

The evidence is clear on the architectural distinction. BRC-29 and BEEF allow wallets to construct and
validate modern SPV-compatible payments; the BSV ecosystem already demonstrates HTTP delivery,
nearby direct payments and conventional P2PKH alongside MessageBox. Teranode itself preserves
standard Bitcoin transaction compatibility and does not require either BRC-100 or a MessageBox relay.
MessageBox is therefore a choice about how identity-addressed communications should work, not a
requirement imposed by Bitcoin or Teranode. GitHub

That choice carries consequences because the relay is attached to identity. It creates a position from
which communications can potentially be observed, filtered or conditioned even while Bitcoin
consensus remains untouched. Federation, encryption and provider choice reduce that risk, but they do
not make the intermediary position disappear. The White Paper’s central architectural instinct was to
eliminate unnecessary trusted positions where cryptography and peer-to-peer design could do the job
instead; normalizing a new identity gatekeeper therefore deserves a much higher level of scrutiny than
it has received.

The BSV community should demand clear separation between what is possible, what is
recommended, and what is actually required. Users should be told when an intermediary exists and
what that intermediary can see or control. Developers should preserve alternative transports and
wallet architectures rather than being pressured into a monoculture by claims that other
approaches will inevitably fail at scale. Reference-software publishers should recognize that defaults
become standards long before a standards document formally declares them so.

If the ecosystem ultimately decides that an identity-aware relay is worth placing in the normal payment
path, that decision should be made consciously and defended on its merits. It should not be smuggled in
under the language of peer-to-peer necessity, nor justified by a Teranode requirement that does not
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exist. Bitcoin does not require an identity gatekeeper; if BSV chooses to build one around Bitcoin
anyway, the community deserves a clear answer as to why.

About BitcoinSV.Guide

https://BitcoinSV.Guide conducts independent technical research into the architecture, adoption
and future direction of BSV. Our work has examined BRC-100 wallet security and privacy, identity
and certificate systems, SPV and wallet scaling, Al and agentic payments, regulation, and the
infrastructure developing around Teranode. Our goal is simple: separate technical necessity from
architectural choice, identify risks before they become entrenched, and make complex Bitcoin issues
understandable to the people who will ultimately live with the consequences.
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